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INSTALLATION PROCESS

OVERVIEW

This is the general overview of installing Maintenance Connection. The installation overview will point to each
section of detailed install instructions. Some of the detailed instructions will not be required depending upon the
server setup being used. This installation guide does not explain the installation process for any operating system
prior to Windows Server 2003.

1) Ensure the pre-installation checklist has been filled out and all customer required server setup steps have
been completed.

2) Follow the initial installation

3) Ina Server 2003 environment follow the IS 6 Setup

4) Ina Server 2008 or 2008 R2 setup follow the IIS 7 or 7.5 Setup

5) There are appendixes for various situations that may be encountered during setup

INITIAL INSTALLATION

Initial installation of Maintenance Connection is simply performed by running the install program (default install
directory: C:\Maintenance Connection\). For efficiency of installation ensure that any required updates are
already downloaded and available on the server that Maintenance Connection will be installed on.

While a basic installation of Maintenance Connection does not require .NET to operate many add-ons do. During
the base installation of Maintenance Connection is an excellent time to ensure that .NET 3.5sp1 has been installed.

Create a subdirectory in the “install dir\mc_imageserver\” directory for each company database you plan to install.
The subdirectory should be named after the entity database to be created entXXXX.

In each of the directories created place a copy of the customer’s logo. The maximum picture size allowed will
depend upon the standard screen resolution used to access Maintenance Connection. In most cases the logo
should be no larger than 300x300 pixels and in many cases should not exceed 150x150 pixels. The picture does
not need to be square. The file format for the picture must be a standard internet file type like BMP, GIF, JPEG or
PNG. Make note of the file name for later use.

IIS 6 SETUP
1' Open the ”S M an ager_ ]nternet Information Services (I15) Manager [_[o[ =]
¥ Ele Acton Yiew indow Help | =11
2. Navigate to Web Service Extensions e A@EBDR[2E[Z] > =0
. . ) Internet Irformation Services B Web Service Extensions
3. Make sure that Active Server Pages is =3 90 SERUER-UIS ol computr)
1) Cfig‘tsat“ﬂ" Fools /| web Service Extension | Status |
“ ” i web Sites “F Al Unknown Cal Extensions Profibited
Allowed . g " P ”‘5'”‘—‘ Allow E All Unknown ISAPI Extensions Prohibited
. 5 Defad rtal server e ctive Server Pages llowed
4. Make sure that ASP.NET v2.0.50727 is Pt 3 b oy s
Properties [ ase NET v2.0.50727 Allowed
”A| IOWed ” — 88 FrontPage Server Extensions 2002 Allowed
: - Internet Data Connector Prohibited
5. Navigate to the website that Maintenance — g e
. . . . 1 dd a new Web service extension...
Connection will be installed under (this is o st s st
. specific application .
usually the Default Web Site) o
Prohibit all Web service extensions
@ Open Help
% Extended A Standard /
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6. Create a new Virtual Directory under the web site (right click > New - Virtual Directory)
a. Name: “mc_web”
b. Directory: “install dir\mc_iis\”
c. Permissions: Read [Only] and Scripts
7. Open the properties for the newly created virtual directory (right click = Properties)
a. Make sure, under Pools, that the app is in the default app pool
b. Enable Parent Paths (Virtual Directory Tab = Configuration button = Options Tab)
c. Enable Content Expiration (HTTP Headers Tab)
d. Have the content expire after n days. (recommended 30 — 90 days)
8. Create a new Virtual Directory under the web site (right click > New —> Virtual Directory).
a. Name: “mc_imageserver”
b. Directory: “install location\mc_imageserver\”
c. Permissions: Read [Only]
9. Open the properties for the newly created virtual directory (right click = Properties)
a. Enable Content Expiration (HTTP Headers Tab)
b. Have the content expire after n days. (recommended 30 — 90 days)
10. Create a new Virtual Directory under the web site (right click > New = Virtual Directory).
a. Name: “mc_help”
b. Directory: “install location\mc_help\”
c. Permissions: Read [Only]
11. Open the properties for the newly created virtual directory (right click = Properties)
a. Enable Content Expiration (HTTP Headers Tab)
b. Have the content expire after n days. (recommended 30 — 90 days)
12. Close IIS Manager.

[1S7 & 7.5 SETUP

1. Open IIS Manager
Navigate to the website that Maintenance Connection will be installed under (this is usually the Default
Web Site)
3. Create a new Application under the web site (right click 2 Add Application...)
a. Alias: “mc_web”
b. Directory: “install dir\mc_iis\”
c. Application Pool: Must be either Classic .NET AppPool or a custom pool with the pipeline mode
set to classic.
4. Open the ASP Feature and enable Parent Paths
5. Create a new Virtual Directory under the web site (right click = Add Virtual Directory...)
a. Alias: “mc_imageserver”
b. Directory: “install dir\mc_imageserver”
6. Create a new Virtual Directory under the web site (right click > Add Virtual Directory...)
a. Alias: “mc_help”
b. Directory: “install dir\mc_help”
7. Close lIS Manager
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MAINTENANCE CONNECTION SETUP MANAGER

4 aintenance Cannection - Setup Manager

START THE SETUP MANAGER .
Maintenance
1. Using Windows Explorer, navigate to the “install dir”. V)
2. Run “mc_setup.exe” Setup Manager

Conpicht (<) 2002 2008 Marierarea Conrectin,Inc. 41 ights Resened

The Setup Manager will setup the Registration and the Company Databases. It will
also register the supporting DLL’s and initialize the information Maintenance

Connection needs.

SYSTEM SETUP

The system setup is used to inform Maintenance Connection where the databases are located as well as various
account and communication information to enable Maintenance Connection to function properly. Start the setup
by clicking the System Setup button

1. Fill out the Registration Database Access information first
et Bef s eeee a. SQL Server: The name of the SQL Server

Use the below zettings:

b. Multiple Instances: Set to ‘yes’ if you have more than one SQL

5L Server
Bl Server IMCSQLS arver Server Instance on the SQL Server
ultiple Instances of |E J
SOL Server? ~ T . .
c. Named Instance: Fill in if Multiple Instances is set to yes.
Mamed Instance: |
Par: [1433 d. Port: The SQL Server Port. Usually 1433, sometimes 1432.
Mamed Pipes: |Yes j . . , o . .
e. Named Pipes: Usually ‘yes’ set to ‘no’ if not using named pipes.
Database: |MCHegistration
Integrated Secury:  |Mo =] f. Database: This is the name of the Registration Database, usually
User ID: oz “mcRegistrationSA”.
st == g. Integrated Security: Leave as ‘no’.
erify Existence of the Registration Database | h. User ID: The SQL Server user ID, should be ‘mczar’.

| i. Password: The SQL Server user password, should be ‘mczar’.

2. Click the Verify Existence button (alternate database restore option, see Appendix 1).

a. UserID: Thisis the user ID for the SQL Server system admin

SOL Server Admin User & Restare Path account (Usua“y Sa).

UserlD: |

Passuort | b. Password: This is the password for the system admin account.

SOL Server Location
* S0L Server is on this machine " SOL Server is on another machine Cc. SQL Server Location: |f the SQL server iS on thIS machine ora
‘Lc“'j:;;“’;:z;:\:?d‘:t”a::";;“\““i“‘ m remote machine. This tells SQL Server were to create the databases.
d. Location of the backup file: This is the location of “\Maintenance

[ Connection\mc_database” folder from the SQL Servers perspective. If

the SQL Server is a different machine then you need to copy the
mc_database folder onto that PC.

e. Select the OK button to create the database and/or the user.

3. Next, fill out the Company Database Access information.
(Note: You will need to check the use single company checkbox if it is not already checked.)
If you are setting up a demo database as well as a customer database — make sure this check box is NOT
selected.
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a. Thisinformation should be the same as the Company Database Access
Registration Database Access information, except W Use a single company database with the below settings:
for the Database field. S0L Server MES QL Server
b. Database: This is the name of the Company Mulile Instances of o =l
Database. The first three letters should be ‘ent’ all Named Instance: |
lower case. The next part is the Abbreviation for Part: [1433
your company, all upper case. Example: MYCOMP, s Flzes fres =]
MAINTCON, or XYZ. Datahase: et COMPANY
4. Click the Verify Existence button. Integrated Securty: Mo =
Note: until you hit the Save button, the records in User ID: Imezar
mcRegistrationSA’s Container and Container_Resource Password: -

tables are not added! If you hit Cancel —the database will
be created but the database records are not.

Werify Exiztence of the Company Databaze

a. When prompted to install the Company Database,
click yes and complete the following screen the
same as when installed the registration database

Securty / Imperzonation for File System Objects Seszion
Domain: || Timeaut [Minutes]: |55
Usger |D: adrinistrator
= | SMTP / kMail Server
Pazzword: i
Server / IF Address; |localhost
Hea et ey e i |ND ﬂ From Email Address |email@mycumpany. com

Returmn Email Address |return@m_l,lcumpany. com

5. Next, fill out the Security, Session, and SMTP fields.

a. Domain: This is used for File System Object Impersonation. If you are using a local user account,
you can leave this field blank. Note: There are problems on some systems with Domains. In
general — create a LOCAL USER and use that user for Object Security.

b. User ID and Password: This is the login for a Windows User that has right to file manipulation.
c. Use SSL for Login: If using SSL, set this to ‘Yes’.

d. Session: Set the timeout to 59 if not already set.

e. SMTP / Mail Server: Fill in the IP or Server Name of your SMTP Server.

f. From & Return Email Address: These addresses are used when sending emails from the Reports
Module. A good example of what they should be is provided in the image above. You may need
to create the email accounts.

6. Click Save once all the steps are completed.

COMPANY SETUP

4 Maintenance Connection - Company Setup

1. From the main screen click Company Setup

Company Setup

2. Click the setu p button Company: |Mantenanes Cannection (M) =~ S ]

3. Fill in the company information first

a. Company ID: Fill this in as the abbreviation for
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your company, all upper case. This should be the same as the company database name without

‘ent’.
B b. Fields ‘Name’ down to ‘Website’ are informational only. Fill
Company D |HC in as much as you need.
Type: |Euslomer j
eme :M"""‘e”"‘“e Fornectian c. Logo: If you have a logo, use the browse button to find it.
Add . . . . .
= e file must be located in “\Maintenance Connection\mc_imageserver\en
The fil t be located in “\Maint C t t” +
iy | company abbreviation.
;ta'a : If you don’t have a logo this field should be blank.
i
z:“:t : d. Admin Name: This name is used when new signups are being
. | requested.
Weh Site | ; . . . L
- [ Togo opipa e. Admin Email: This is the email for the administrator of the
Status: [Enabled = software.

Admin Name: |

Adrmin Email: ‘

Secuiy

4. Next fill in the Security and License information.

Connection Key:  |SERVICE

Session Timeout: |20

a. Connection Key: This is used when new users are signing up for . o 5
the software.

License

License Count; 5

b. Session Timeout: Set this to between 20 and 59. Anything over
59 will cause an error in Internet Explorer.

License Key: [

Unlock Licenss Key ‘

c. License Key: This is used to update your number of licenses. Fill
in with the License Key that Maintenance Connection provided you and then click Unlock License
Key. If prompted to save, click yes.

5. Ensure the SQL Server location is correct. If not then enter the correct server name. If using named
instances ensure the server name is “servername\instancename”.

6. Click save to exit this screen.

REGISTRATION DATABASE JOB
1. Click Add Registration Database Job.
a. This will create a SQL Server Job that will clean up old sessions each night at 2:00am

b. You may be prompted for the SQL Server administrator user name and password.

DATABASE BACKUP

Backing up the database regularly is an important part of setting up Maintenance Connection. In the case of
simple Maintenance Connection installations we provide a simple (though unsupported) backup process. It is up
to the customer to decide if they will rely upon this backup process or purchase a more reliable backup process to
backup both Maintenance Connection databases as well as other databases the customer might have.

1. If you would like to create Backup Jobs, click on Add

BaCkU p Data base JObS- SOL Server admin User & Backup Settings
User I0: I

a. User ID: This is the System Admin (sa) user for bt |
the SQL Server. Beckcppae |
Backup Time: ’@ ’@ m

‘ Cancel |
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Backup Path: This is the path to the folder where you would like your backups stored.

PREVENTING E-MAILS FROM BEING MARKED AS SPAM

E-mail servers have been getting more “vigilant” in their fight against spam. This means that an incorrectly

configured SMTP server can send e-mails that will all be blocked as spam. Some e-

certain types of SPAM messages to the end user.

To this end ensuring that the SMTP server has been correctly configured is

mail servers won’t even deliver

Relay Restrictions
incredibly important for successful delivery of e-mail. Since MCis unable to el ey s S e
send e-mail via an SMTP server that requires authentication (and most do i
except the list below
now) the local SMTP virtual server will need to be configured in many cases. oo sl banias
This SMTP server is quite effective but many e-mail receivers may see e-mails o s 1o
sent by it as spam e-mails. To combat this the SMTP server must be setup to
relay messages to the normal SMTP server (the one that requires
authentication). add. s
¥ Allow all computers which successfully authenticate ta relay, regardless
of the list ahove.
1. Install the Virtual SMTP server. In the case of Server 2008+ you will
v 0K | Cacel | Hep |
also need to install the IIS 6 compatibility.
2. Start the lIS 6 Manager
. . . 1 Pinonymous acoess
3. Select the SMTP server = right click and select properties fmu;maD,passwn,d,w,,ad
B + Basic authentication
4, NaV|gate to the Access tab 9 SeleCt Relay ThepassdwurdW\HhesentDvelthenetwmkinc\eallextus\ngstandald
5. Ensure that 127.0.0.1 has been added to the computers list and “Only Uernane,  [saerr@manenarosconeeion| | Biomse.
the list below” is selected. Bascuord
£ Irtegrated Windows Authentication
6. Select OK Theclan ard s gt s S uppat o
. . [V Limit number of connectiors to: l—m”” nterface.
7. Navigate to the Delivery tab et | || 2 e
8. Select Outbound Security ¥ Limit number of cannestions par domain o for Fassiyord
. . T lzﬁ— ™ ILS enciyption
9. Select the proper authentication type to
. . ok Cancel Hel
communicate with the other SMTP = L | | e
server (normally “Basic authentication”)
10. Enter the user and password required to log into the remote SMTP server
11. Select OK
12. If the remote SMTP server uses a different port than the default (25), I%:mem
select “Outbound connections” and change the TCP port to the Masquerads domain
|
correct port number. " .
Eully-qualified domain name:
13. Select Advanced IWIN—EQATTG1H5DF’ Check DNS
Smart host:
14. Enter the name or IP address of the remote SMTP server in the Smart  [memeencezamesioncan
h OSt fle | d . [~ Attempt direct delivery before sending to smart host
“ . . ” “ ” ™ Besform reverse DNS lookup on incoming messages
15. Uncheck “Attempt direct delivery” and “Perform reverse DNS
16. Select OK
0K | Cancel | Hen |
Copyright © 2010 Maintenance Connection Canada, Inc 7|Page
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17. Select OK to finish the configuration.
18. Test the settings by sending a test e-mail from Maintenance Connection.

NAMED INSTANCES OF SQL SERVER

When configuring Maintenance Connection with named instances there are some special considerations that must
be managed or Maintenance Connection will not work successfully.

1. Do not use the “Named Instances” fields in the Maintenance Connection setup. While this may work for
Maintenance Connection it is not stored in the database and other addons will be unable to access the
database.

2. The database server must be specified with the “server name\instance name” syntax.

In some cases this will be too long for the database to handle.
a. To manage this you must change the field length of the fields in the database and specify the
server name in the database.

4. Test connections to ensure a connection is made.

5. Ifthe server name is specified via an IP address the “SQL Server Browser” service must be running and the
ports open in the firewall for a connection to be made.

6. For each configured entity database ensure that the database name is also declared similarly.

CONFIGURING SERVER 2008+ FOR SPEED

There are some minor but notable differences in the inner working of Server 2008+. These differences can cause
artificial slowdowns of Maintenance Connection due to the differences between Server 2008 and Server 2003.
There are a few adjustments to how the system is configured that can assist with restoring the standard speed of
Maintenance Connection.

1. When configuring access to the SQL databases in Maintenance Connection, use the database servers IP
address instead of the name. This will speed up connections to the SQL server from Maintenance
Connection.

2. Tospeed up connections to the SQL server even more enable the “SQL Server Browser” service. This
service will also require firewall permissions to work properly.

3. Disable dynamic content compression on each Application (Compression configuration)

RESTORING MC DATABASES MANUALLY
1. Open Enterprise Manager or SQL Server Fe adton Ven Toss Uit
Management Studio (SSMS) * A B Lo ANl s

‘I Consolz RootWicrosoft SQL Servers\SQL Server Group\SERVER-SQL 2000 (Windows ... [= (51|58

. . (L1 Console Root A | entCustomer 11 Ttems
2. Drill down in the tr h rver and th = ) Mcosaft 50 Servers
do the tree to the database server and the 8 i s v =D o
Diagrams Tables Views Stored Users
Pr

databases folder. = &b FRVER-5L2000 (Wi

= (1 Databases
+

0 EE— rocedures
v enth News Database. D i g
* mast  Nevs 3 E = A
w0 meu Tmport Data... befined  Usar Defined
[ mck Export Data Types  Functions
& McR View »
# modi New Window from Here Mainkenance Plan..
dt Generate SOL Script. .
AT Delere L 5o
# Hort,
Refresh
# 1 pubs
+ romg PO List..
# (JDataTre  properties Shrink Database. -

() Manager Detach Database. .
# ] Replicati ~ Help

# (] Security =
a 0 PR Comenak Caninan 3 Copy Subscription Database. ..
View Repiication Conflicts, .. b

Take Offline
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3. Right click and select All Tasks = Restore Database...

4. Change the name of the database to restore as; this will be mcRegistrationSA or ent??? for customer
X databases.

Restore database

General | Options | 5. Change the restore type to From Device.

Bestore az databa< entCustorner

Select: Select Devices...

6
7. Select Add
8.

Restore: " Databaze " Filegroups o files
Type in the name of the database being
Parameters
restored or select the database using the ellipsis

Devices: ‘

: button (...)
G
[ 9. Select OK

& el sesap e 10. Select OK again

+ Database - complete

~ campie
Dz itk 11. Ensure that you select the backup set to
" Tranzaction log

" File or filegroup restore (SSMS only)

" Read backup set information and add to backup history 12 Select the Options ta b

13. Change the restore location of the database
Ok | Cencel Hen || and log file to a valid directory location. Database
files should end with “.mdf” and log files should end

with “.I1df”.
14. Select OK to begin the restore.

15. Repeat steps 3-14 for each database being restored. Usually this will be mcRegistrationSA.bak and
mcModel.bak. mcModel is used for restoring customer databases and should be restored as an ent???
database.

16. Select the newly ‘i SQL Server, Enterprise Manager,
restored database and

File  Action ew Tools ‘indow Help

drill down to the users

area. & EZIET =P T
17. Select Add User ‘im Console RootWMicrosoft SQL Servers\SQL Server Group\SERVER-5QL2000 (Windows ... [= (B
(L Console Roak # | | entCustomer 11 Items
18. Add a user named = Microsoft SQL Servers = —
mczar and select the = 501 Server Group E'tl'jq
logi f th - B’ SERVER-5012000 (Windc Diagrams Tables Wigws Stored
ogin mczar from the = 3 Databases o 2ored

dropdown list. =kl entCustomer

Eé' Diagrams @
19. Make sure the user has Tables D E ﬂx

db owner permissions Yigws Rales Rules Defaults User Defined  User Defined
: Data Types Functions
20. Done!
[ Defaulks Full-Text
&, User Defined Catalogs
User Defined
ﬁ Full-Text Cat,

+ - entModel

+ EQ raczker
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